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Abstract

This paper is organised around the problem of environmental monitoring
and ambient environmental monitoring, as parts of social computing and the
Internet of Things areas of research. In recent times, the use of sensing devices
and technologies has had increasing significant interest in many fields, some
remarkable results being achieved, particularly with evaluating, monitoring
and analysing the air quality. The main purpose of the system developed in
our project is to introduce a way to monitor the air quality in a given room,
advancing the possibility of viewing history or even real-time data via a web
service. Although the level of hardware is abstracted, the focus is on the prob-
lem that it addresses and on solving it, as well.
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1 Introduction

Environmental monitoring refers to ”the identification and measurement of pol-
lutants in the form of chemical, biological, microbiological, and radiological contain-
ments in water, soil, and air”.[8] Additionally, ambient environmental monitoring
takes into account parameters like temperature, humidity, noise or light levels. In
the environmental monitoring context of health and especially well-being, many
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factors could contribute to the precision of the results or the efficiency of the pro-
cess, some of them discussed in [8, 13, 4].

The aim of this paper is to present an Internet of Things or IoT-based system
which can monitor the air quality and send notifications in case of emergency. The
main goal of the whole system is to provide a way to prevent emergencies inside the
compartments containing this system. This system monitors the following prop-
erties of air: temperature, humidity, the level of carbon dioxide, gas and alcohol.
After calibration, it will be able to provide notifications via SMS if the values of
the variables mentioned above exceed a certain threshold.

The four main components of our system are a web platform, two servers and
a data acquisition system. The web platform is the only component designed to
interact directly with the customer, thus representing a control panel dedicated to
managing the entire system. The first of the two servers developed here aims to
achieve communication between the device and the web client. More specifically,
all of the data from the monitoring system are sent to the server for processing,
and then they are further directed to customers. The second server is used in its
entirety by the function of linking and attaching a device to a given user account.
It runs on a Raspberry board-based system, the connection being achievable only
with other devices on the same network. As the acquisition system, a RaspberryPi
3 Model B development board is used, different modules being connected to it for
data gathering and for displaying certain informational messages.

In [7], the authors reveal that ”Raspberry Pi encourages experimenting with
its hardware configuration”, so that, using a Raspberry Pi board for our project
was a market decision based on its well-known support for developing modern and
educational IoT projects. Some other intelligent environmental monitoring systems
were also presented in [2, 3] or in [10], where a part of an IoT environmental sound
recording system is developed to monitor the birds’ populations, with remarkable
educational targets for kids.

2 System description

In the context of environmental monitoring, different approaches and solutions
are available in literature, see [6, 11]. In contrast with these perspectives, we will
consider a system consists of four components: the web page, two servers, and the
data acquisition system. The proposed architecture of our project is diagrammat-
ically represented in Figure 1 and described in details in the next sections.

2.1 Web platform

The main functions that the web platform performs concern: accounts man-
agement and authentication, attaching devices to the accounts, different formats
for data viewing, settings and platform customization. These features are briefly
presented below.

The web component provides the ability to create a new account for customers
who interact with the system for the first time. The input data entered the related
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Figure 1: Proposed system architecture

fields are real-time verified, and the user is promptly alerted in case of an error.
This way, when the data are sent for processing, many problems that might appear
on the server-side are already anticipated and predicted. Authentication is also
provided by the web component.

After the first login, the web component will automatically ask the user to
attach a device to the account. In order to be able to attach a device to the
account, the platform will look for the compatible devices on the same network
by default. Although the platform can find a compatible device, it does not mean
that the attachment to the account has been performed, which is actually part of
the server component. At the same time, specific data packets are sent in order to
locate the device for later authentication. Platform content may not be available
until the device attached to the account will have been located.

Access to settings, whether related to system control, such as data sampling
rate or even customization of the platform by selecting a preferred theme, is also
offered through our system’s web platform. Secure browsing from one page to
another is assured by restricting access to certain pages for customers who are not
authenticated. Showing pages in a user-friendly way was an interface priority. Both
the pages and the platform components merge on different existing resolutions, so
that they can be appropriately accessed both on a mobile device and on a computer
screen.
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2.2 The main server as communication server

In the context of this project, the main server is the basic architectural compo-
nent since most of the communications between the other components have been
made through it. The most important functions performed by the main server
are: (i) providing communication between components, most of the data are first
passed to the server, and then they are forwarded to the destination components;
(ii) operating the customers management by creating links between customers for a
more efficient communication; (iii) assuring the communication with the database,
specifically where the interpretations of the data packets require this; (iv) quickly
and efficiently interpreting the data packets using an event-based system; (v) sav-
ing the history of actions for evidence, recovering possible errors, or even security
breaches.

2.3 The second server dedicated to attaching the devices to the
user account

The system got a second server, which is dedicated to attaching the devices
to the user account. It is an invisible component to any user, the access to it is
possible exclusively through other associated applications, such as the web com-
ponent. This server mainly operates on: (i) permanent communication with the
main server, whether or not the device has been attached to an account; (ii) send-
ing identification packages to the web component as well as to the main server;
(iii) sending package attachments to a specific account to the main server; (iv)
the possibility of pairing with applications other than the web component of this
system.

2.4 Data acquisition system

The acquisition system mainly deals with collecting and sending data to the
customers. It is also an invisible component to customers, and it may be accessed
only through project-related applications, such as the web component. We can
refer to this component as a client since it is connected to the main server. The
main functions performed by this procurement system refer to (i) collecting data
from the connected modules and sending them to the main server; (ii) hosting the
server dedicated to attaching the devices to the user account; (iii) assuring the
communication between the connected modules and the acquisition system in an
efficient way, with respect to the fact that the system permanently reads data from
modules and not just on request; (iv) providing the ability to attach the device to a
user account, or even to another linked applications, if applicable, via an interface
button.

For the interest of developing this specific IoT system, some applicable sensors
have been chosen, mainly a digital DHT11 temperature and humidity sensor and
an SNS-MQ135 sensitive air quality sensor. The DTH11 sensor is an NTC-based
one (Negative Temperature Coefficient) for measuring temperature and humidity.
It interfaces with an 8-bit serial and bidirectional communicating microcontroller
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to output the values of temperature and humidity as serial data. Moreover, it easily
interfaces also with other microcontrollers, in our case, one provided by a Rasp-
berry Pi single board micro-computer. An SNS-MQ135 sensor is a useful solution
for measuring the air quality parameters, both in analog and digital format, by
detecting ammonia, nitrogen oxides in combustion environments, alcohol, benzene,
smoke, carbon dioxide, and other air pollutants. These sensors have fitted very well
the scope of this project by classifying the output values in many risk classes, as
follows: no risk, moderate air quality, sensitive people could be harmed, all people
are affected, negative effects and emergency. National considerations and premises
for an acceptable indoor air quality [12] are coming out as very important research
topics also in crowded, digitalized and over-tech societies.

Together with these sensors, a communication button, an LCD for real-time
data displaying and an analog to digital conversion module for the air quality data
are the main hardware components held by our breadboard. When a user is near
the system prototype, this LCD is a better and more convenient solution for reading
the output values instead of connecting the web application.

Our data acquisition system is related to the device attaching server and to the
client for ensuring the communication with the main server.

3 Air quality mathematical modelling

In order to investigate the environmental pollution impact on a given area for
both prediction and prevention, two different approaches are recognised as air qual-
ity mathematical modelling solutions, namely physical modelling and mathematical-
computational modelling. Two of the statistical models which are the most appro-
priate in this context are the MLR (Multiple Linear Regression) analysis together
with the SPSS software and the ANN (Artificial Neural Network) model with MAT-
LAB software support. The mathematical-computational approach considers the
areal relationships represented as a mathematical model, ready to be solved an-
alytically or, in case of a large system dimension, the solution emerges from an
algorithmic and computed process. The specific mathematical support in this con-
text could be, on the one hand, an empirical or statistical one - based on expressing
the system behaviour in terms of statistical distributions and probability theory
or, on the other hand, a deterministic one - based on expressing the dynamic
model with partial differential equations. It follows that we have a mathematical
simulation of how air pollutants disperse in the air by evaluating their downwind
concentration in certain places and times.

Usually, the air quality is expressed by the value of two indicators: the air
quality index and the concentration of each pollutant for given natural conditions.
In addition to the thresholds already mentioned in the previous section from the
human perspective, these calculated values are mathematical thresholds for the air
quality classification in good, moderate, poor, very poor or severe pollutant level.
The air quality index, AQI, is evaluated for the main criteria pollutants, such as:
CO (Carbon Monoxide), SO2 (Sulphur Dioxide), NOx (Nitrogen Oxides), SPM
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(Suspended Particles Matter), RSPM (Respirable Suspended Particles Matter),
or even TSP (Total Suspended Particles) to measure the content of Pb, Cd, Zn,
Cu. The specific formula recommended by the standard EPA 1999 [14] for the AQI
is as follows:

IP =

[
(IHi − ILo)

(BPHi −BPLo)

]
(CP −BPLo) + ILo (1)

where IP is the AQI for pollutant P , and the other values which it depends on
are: CP for the current level of pollutant P in the air or atmosphere, BPHi for
the specific breakpoint that is greater than or equal to CP , BPLo for the specific
breakpoint that is less than or equal to CP , IHi for the subindex value corresponding
to BPHi and ILo for the subindex value corresponding to BPLo.

The pollutant concentration, evaluated at the ground level, is successfully eval-
uated using the Gaussian plume equation [5]:
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where Q is the source emission rate, u is the wind speed, y is the crosswind distance
from stack of point of interest, z is the vertical height of point of interest (0 for
ground-level concentration), H is the effective stack height (includes plume rise),
σy is the horizontal stability parameter (a function of downwind distance x, and
stability), σz is the vertical stability parameter (a function of downwind distance
x, and stability).

These kinds of values, calculated for specific pollutants and physical conditions,
are operated as input values in our project to automatically be compared with the
information gathered by the sensors, for an accurate decision upon the emergencies
and prompt notifications sending to the customers.

4 System development

Considering the specific development topics, our main interests focused on:
(i) implementing a web-socket server ready to provide the platform structure and
real-time data for all its clients, (ii) creating an HTML pattern which has to encap-
sulate the web platform structure, (iii) assuring a real-time communication with
the acquisition component, both for data receiving and for sending those data to
each of the users’ accounts and (iv) real-time viewing and processing data for each
customer.

A sum of specific details about the modern software technologies and program-
ming languages involved in these system components development is mentioned be-
low. Both the main server and the device-attaching server are written in C++ with
Qt as a modern inter-platform framework for software development. A controls-
component library for creating both graphical and non-graphical user interfaces is
widely used in this project. Other important Qt-based applications are the KDE
desktop environment, the web browser Opera or Google Earth, Skype and Qtopia
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as well. For the specific interest of the servers and the acquisition system in ad-
dressing the Raspberry Pi board pins using the GPIO support, the C-based library
WiringPi is used.

4.1 System resources for communication

Our system’s main server aims to achieve communication between the device
and the web client. Specifically, all data interchanged between the device and its
assigned applications must first pass through this server. The presence of this server
is particularly justified by the necessity of monitoring the data displayed by the
device modules, both inside and outside of a network without any delay between
responses due to limited resources. Another reason could be further expansion
possibilities, as we will mention as future work.

Considering the software aspects, in making this component we used the fol-
lowing support: C++ as a programming language, Qt as a framework for modern
applications development, CMake to generate the solution valuing the advantages
of a build system, Visual Studio for editing the code in a modern and up to date
integrated development environment.

For the remaining part of this section, we will describe the contributions of
these technologies to developing our software components as servers, interfaces or
managers. As the system workflow, when the main server starts, the first step is to
have all manager-applications successfully initialized. This stage is highlighted by
messages displayed in the console or through log files. After all the managers have
successfully started, the server expects and is waiting for customers to connect.
Once there is at least one connected customer, a message is received from him/her,
and it is forwarded to the package manager, where the polymorphism and reflec-
tion principles will be used to sound the desired behaviour. These interpretations
of incoming packets may result in database modification, customer relationship
creation, sending another package as a response to the sender, or sending another
package to another customer.

4.1.1 Signals and slots

The connections between the objects that Qt framework puts at work operate
through a signals-and-slots mechanism. For a developer to be able to use this
functionality, it only needs to use the specific interface provided by the framework.

The operation of this signals-and-slots based mechanism is as follows: the de-
veloper can define a specific behaviour that he wants to be executed in certain
situations - this behaviour is defined in a slot, and then a triggering signal under
certain circumstances is defined as well. When the signal triggers, the associated
behaviour is launched. In other words, the slot defines the desired behaviour, while
the signal represents the action that triggers this behaviour. Several slots can be
connected to the same signal, meaning there may be more behaviours that trigger
at the time of an event. Also, a slot can be connected to multiple signals, resulting
in the same behaviour under different circumstances. Although it is possible to
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connect a signal to another signal, this is not very common, the effect being to call
up a specific behaviour when signal number 1 is triggered, but using signal number
2 as an intermediate. This functionality is useful for frameworks, where we may
need to extend the hidden behaviour that occurs when a signal is triggered.

4.1.2 Interfaces

As we have already mentioned before, the main server uses only one interface,
namely IPacket.

Figure 2: Interfaces

The meaning of the IPacket interface represented in Figure 2 is to define a
template for all data packets that can be both received and sent from client to
server and vice versa. Each of these packets of data must implement the Packet
interpreter method, with the specific parameters: packet content, packet sender,
and client manager. This solution is recommended, especially when the message
resulting from interpreting the received data packet should not be sent back to the
sender, the recipient being another.

Each class that inherits the IPacket interface must define a proper behaviour
for interpreting the received package.

4.1.3 Managers

In order to be able to logically and efficiently separate the main functionalities,
the manager-components have been defined and used here. Their purpose is to
manage certain resources that can be categorized to a certain extent. For example,
there is a manager who is strictly dealing with server-to-database communication
or another manager who is strictly dealing with client-server communication. The
member objects of these managers are usually hidden using the encapsulation prin-
ciple, being exposed to specific methods only. Another goal is to submit a wrapper
over the framework predefined objects, thus hiding the functionalities we do not
need. At the same time, these managers contain methods that can also use sev-
eral methods implicitly defined by the framework, thus enabling them to achieve
specific behaviour depending on the case.

There are many manager-type components developed for this system, as follows:
package manager, database manager, and clients manager.

The package manager contains the packets mapping, since the given pack-
age has been broken into data packets for being sent over the network. The Figure
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3 points out that each such a data packet has a name and a function as a corre-
spondent, being able to interpret that packet and consequently generates responses
or actions on a case-by-case basis. At server startup, this manager initializes one
instance for each type of data packet through its builder and inserts them into
mapping.

Figure 3: Package Manager

The goal of the database manager is strictly to deal with communication
between the main server and the system database. As member data, one can see
in the Figure 4 the path to the database and the QSqlDatabase object provided by
the Qt framework together with all the necessary functionalities. The constructor
also offers the facility to initialize the m path variable.

Figure 4: Database Manager

The clients’ manager provides the appropriate support for connecting a de-
vice to a client, but also a client to a client, as the Figure 5 covers up. Specifically,
it allows the association of a device-type client with a user-type client, so that when
certain data packets are interpreted as sending a response to a client who is other
than the sender, the scenario is still viable.

4.2 Server dedicated to attaching the device

The specific server for involving the devices into the system is running entirely
on a Raspberry board, as compared to the central communication server which
has to run on a specialized computer. In addition to its responsibilities already
presented in the previous section, this server can also handle for attaching a device
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Figure 5: Clients Manager

to an affiliate application. For the current state of our system, the web application
can be considered as being affiliated, meaning that once the user has logged in,
(s)he needs to attach a device. For this to be feasible, the dedicated attachment
server must communicate directly with an operational button connected to the
Raspberry hardware.

In the step of attaching a device to a user account, the web application searches
for and sends a package to the Raspberry board every second for one minute. The
answer from it, if there is a stable connection, varies depending on the status of
the button. When the button is pressed, the board sends a packet of data to the
main server, and this inserts into the database a specific link between the account
and the device. The web application will also be notified via another data packet
and the interface will change accordingly, thus exposing the information provided
by the modules connected to the Raspberry device.

4.3 The web application

The web application is the only component that can interact directly with a
potential user. The three stages in which a user can be, following the web applica-
tion scenarios, are: unauthenticated user, authenticated user without any attached
device or authenticated user with an attached device. The unauthenticated user
has access only to the registration and authentication functions. The authenti-
cated user without an attached device has access only to the button that starts the
process of attaching the device.

The web platform of this project represents the component that is accessible
to any potential client. Users that do not own this system will only have access
to registration and login functions, the remainder of the shares being blocked by
a message which asks for attaching a device to the user account. Customers who
own the system have full privileges, meaning access to viewing real-time data sent
by the system as well as history. Moreover, this type of users have access to various
settings, be they related to the system itself or customization.

Concerning data management, our web platform provides the ability to view
real-time data. This functionality is present in two forms, namely as (1) quick
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data viewing, meaning that the latest data received from each category can be
viewed on any page or (2) detailed data viewing, which is available only on the
specially designed page for this functionality by giving access to many of the data
received from each category as a chart. Besides, there is the option to also have a
data history based on a data viewing in tabular formats, like the capture from the
Figure 6 which highlights the contrast between certain time moments.

Figure 6: Temperature history

Here, the web pages are developed using JavaScript programming language
and Angular as a development framework, as well as other derivative technologies:
Bootstrap, JSON, Angular Material, ngx-charts et al.

4.4 Implementing the data acquisition component

From the operational point of view, our data acquisition system has efficiently
accomplished at least these three functions: (1) converting the physical behaviour
into a measurable signal, usually an electric one; (2) measuring the sensors’ signals
and managing the actuators’ actions for an entire information overview; (3) data
analysing and viewing in a useful and user-friendly interface.

Data acquisition systems are continually increasing their popularity in modern
industry and even research, based on the interest in accurately collecting data as a
premise of processed-data reliability. Despite this, the acquisition and maintenance
costs to this type of systems are rather high. Our present project aims to find
a solution for this problem by addressing a low-cost and high-performance data
acquisition and processing system.

A sample of how our data acquisition component is working is in Figure 7.
During the data acquisition time, the specific threshold for the input data is tested
and, in case of exceeding values, the system launches an emergency notification.
Hence, the connected customers receive SMS notifications in case of abnormal val-
ues purchased from modules. A third-party server has been used for the SMS
notifications, that is Twilio Notification System (Twilio Notify). This service al-
lows the application to send notification messages to multiple users, over different
communication channels, all from the same unified API. With a single API request,
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one can connect with contacts using SMS, mobile apps, Facebook Messenger, and
more. The user can even specify preferred channels for reaching certain users, and
tag them for more granular sending capabilities [15].

Figure 7: Sensors data view

5 Conclusions

Different studies are available in literature, most of them revealing smart en-
vironment monitoring systems [9, 1]. In comparison with these, this study aimed
to understand the environmental monitoring issues and to develop an innovative,
scalable and generic solution to this actual problem of monitoring. The problems
of health, wellness, and environmental sensing as well, will continue to keep people
attention at high levels for maintaining the parameters of our personal life well
supported by smart technologies. In many research domains, we already notice the
emergence of multi-sensor techniques that concern the impact of environmental
qualifiers on our physical-physiological and mental-psychological well-being. The
market for environmental sensing and monitoring is estimated to be growing by
6.5% per year [8].

This project-based article presents both hardware and software considerations
for developing an original system for analysing the air quality and sending notifi-
cations in case of emergency. The main target of this system was to offer a low
expensive way to facilitate monitoring real-time information about the quality of
the air from a certain room and also to provide a history of the collected data. As
a necessary step forward from a home to a smart home, this project is also a real
solution for an industry monitoring system to have a comfortable climate or even
to prevent working accidents.

The leading features of our system are presented below.

The inner web approach is provided by a high-performance web system. Tak-
ing into account that there is a limited set of web resources, we can say that an
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application running on a web browser cannot be compared with a natively running
application. In our context, processes that are considered to be resource consumers
are running independently of the web application. Consequently, we can say that
the performance of the system is at its best. Highly efficient servers have been
provided, whereas our servers are written in C++ by controlling the resource man-
agement to a very high level. As a positive result, the servers run at a very high
speed, even on less equipped devices such as Raspberry board. Both the commu-
nication server and the attaching server consume between 3MB and 5MB memory
during execution.

The web platform was conceived in a manner that allows access to it from
most modern devices and beyond, thus increasing step by step the portability of
our system. Information is always displayed in an easy-to-read format, regardless
of the host-screen resolution, encouraging the user to utilise this application. The
project was conceived in a manner that allows the user to configure both the account
and the device in the most accessible possible conditions, providing a low level of
difficulty in use and a very user-friendly interface overall.

Since the connected modules are independent, our system is modular and flex-
ible. We may count on the possibility of easily replacing the hardware modules in
case of a defect or for achieving performance testing. Our system needs cheap com-
ponents, more than sufficient for a small room, although we can assume that the
current configuration is used for demonstration purposes assigned to the general
theme.

Based on the hardware and software structures already defined, the expansion
possibilities for our system are in the direction of creating a multi-device neural
network or attaching many devices to a given user account or even developing a
supplemental application for restricting certain aspects but providing a stable set
of developer capabilities. A neural network like that could be trained to predict
and alert upon some dangerous situations, based on a set of given patterns. All the
attached devices and the authenticated users would be part of this learning process,
transparently and cooperatively, with successful results in terms of increasing the
human condition and decreasing the total cost at the end.

Further research in the field aims to use knowledge discovery techniques for
supporting the decision-making process in the problem of air quality, by developing
a monitoring multi-agent system ready to assess the air quality dependent variables
based on previous data measurements.

References

[1] Al-Dahoud, A., Fezari, M., Jannoud, I., AL-Rawashdeh, T., Monitoring
Metropolitan City Air-quality Using Wireless Sensor Nodes based on AR-
DUINO and XBEE, Proceedings of the International Conference on Circuits,
Systems, Signal Processing, Communications and Computers (CSSCC), Vi-
enna, Austria, March 1517, 2015, Series: Recent Advances in Electrical Engi-
neering Series, 2015.
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